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Flowmon 11: Insight at your fingertips

https://www.progress.com/
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With the data from Flowmon, we can immediately move to 
resolve performance issues and make sure that 
degradations don’t hinder our ability to deliver high-quality 
parts to our customers.”

Massimo Petrini

Factory manager

https://www.progress.com/
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Flowmon ADS 11: Situational awareness

https://www.progress.com/
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Flowmon Packet Investigator introduced

• Augment flow-based monitoring 

with on-demand packet capture 

and analysis when required

• Built-in expertise and knowledge 

to automate root cause analysis 

and troubleshooting 

https://www.progress.com/
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Flowmon Packet Investigator helps us to automate troubleshooting, 
which means we can spend less time in Wireshark PCAPs. Instead 
of going through packets manually, we know immediately what kind 
of issue we are dealing with and what the root cause is. Because 
we don't need deep knowledge of network protocols to use it, 
packet analysis is made available to every member of our IT team."

Jan Kovarik

IT Center Coordinator

https://www.progress.com/


Flowmon in 2021
(part of Kemp Technologies)
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Flowmon 11: Visualize, cooperate and share

https://www.progress.com/
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Flowmon gives KBC with its flow-based Network Performance 
Monitoring tool a great overview of the dataflow metrics in the 
network so that the network health can be easily assessed. In case 
of an issue the tool allows very fast and efficient troubleshooting by 
visualize the traffic that is causing the problem.”

Marc Daemen

Senior System Engineer

https://www.progress.com/
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Flowmon ADS 11: Custom threat intelligence

https://www.progress.com/
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Flowmon ADS 11: MITRE ATT&CK framework

https://www.progress.com/
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Thanks to Flowmon ADS, we are able to reveal threats and 
malicious behavior within the internal network. And what is 
the most important experience - we have significantly 
reduced incident resolution times for both operational and 
security incidents."

Vittorio Cimin

CIO

https://www.progress.com/


Flowmon in 2022
(in Progress)
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Flowmon 12: Multi-cloud network visibility

Native mirroring

• Functionality of the cloud 

platform to copy packets 

from virtual interfaces to 

monitoring appliances 

deployed in the cloud

Flow logs

• Traffic statistics generated 

in form of logs by the cloud 

platform as such

• Contain information similar 

to NetFlow v5

3rd party agents

• Software components 

installed on virtual 

machines to provide a 

copy of the traffic through 

tunnel

• Additional complexity, no 

longer passive

https://www.progress.com/
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Flowmon Collector

Flowmon Probe
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Flowmon Probe VA
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https://www.progress.com/
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Flowmon ADS 12: AI against cyber threats

Random 
Domain 
Generation

Domains
Blacklist

Random 
Domain 

Detection 

Communication with C2 Servers

Common NDR tool

Flowmon 
ADS

https://www.progress.com/
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▪ See network status (what’s up, what’s 
down) at-a-glance

▪ Monitor everything connected to your 
network in context via a single, intuitive 
user interface 

▪ Alert IT teams to network issues and 
proactively find and fix problems fast

WhatsUp Gold
Award-winning Network Availability and Performance At-a-Glance

https://www.progress.com/
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Flowmon NPMD/NDR Within WhatsUp Gold

Display data from Flowmon’s advanced network performance and traffic analysis solution – including 

network security detection and response capabilities – via the Integrated Flowmon Dashboards within 

WhatsUp Gold interface.

https://www.progress.com/
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3434

The Benefits of WhatsUp Gold & Flowmon

• Convenience: Gain access to advanced 

network traffic analysis while monitoring 

network issues

• Speed: Diagnose traffic issues faster and 

reduce MTTR through multiple views of 

network infrastructure, applications and 

traffic

• Security: Analyze encrypted traffic and 

detect ransomware insider threats and 

unusual behavior via Flowmon’s more 

detailed traffic analysis 

34

Add powerful new traffic analysis and 

security capabilities to WhatsUp Gold 

through Flowmon dashboards.

https://www.progress.com/


Flowmon Roadmap

As of September 2022



© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved. 36
© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Disclaimer

All roadmaps are for informational purposes 
only, and the reader is hereby cautioned that 

actual product development may vary 
significantly from roadmaps

These roadmaps may not be interpreted as any 
commitment on behalf of Progress, and future 

development, timing and release of any 
features or functionality described in the 
roadmaps remains at our sole discretion
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Flowmon 12.2 –est. Q1/2023

Focus on resiliency and stability of distributed 

architecture

Security improvements – in Flowmon solution 

and in the software delivery process too

Logging solution improvements for better 

supportability

Flowmon 12.2

https://www.progress.com/
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Flowmon 13.0 –est. Q4/2023

New collector backend engine with native 

IPFIX support and 2x-7x performance gain

Prediction and trending on volumetric data 

and network performance metrics

Improved user documentation and way how it 

is available

Flowmon 13.0

https://www.progress.com/
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Flowmon 13.0 –New Collector engine

• Completely new collector backend engine 

respects the most modern trends and will 

bring higher performance (est. 2x – 7x) by 

usage of massive parallelization and lot of 

other improvements

• Flexible design allows us to easily support 

various IPFIX flow items useful for different 

monitoring use-cases

New collector backend engine

https://www.progress.com/
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Flowmon 13.0 –Prediction & trending

• Information about current and past situations 

in the network is not enough any more

• Predicting the future allows IT professionals 

to react proactively and to be prepared

• Predictions and trends will be available for 

both volumetric data and network 

performance metrics

• This will proactively help with situations like 

upcoming link saturation or gradual SLA 

degradations

Prediction and trending

https://www.progress.com/
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Flowmon ADS 12.1 –est. Q1/2023
Encrypted Traffic Analysis

Our new detection methods will uncover encrypted DNS servers attempting to hide from network monitoring tools

• Detection of DNS over HTTPS (DoH)

Multiple detection techniques

• Detection based on a list of IoCs provided by 
Flowmon to customers via services portal

• Detection based on an ML-based detection 
algorithm

Online sources

(web pages)
Web scraping

Flowmon services

Network traffic 
(IPFIX records)

Machine 
learning

Database of 
DoH servers

Database of 
DoH servers

ADS events 
(Detected DoH traffic)

Looking for 

IoC’s

ADS instance

https://www.progress.com/
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Flowmon ADS 12.2 –est. Q2/2022
Initial multitenancy

The First step for the MSP level multitenancy 
(support for Flowmon multitenancy)
• One shared appliance providing independent data 

spaces
• New admin layer of Tenant Admin to address per tenant 

user/role management

Initial ADS multitenancy support will not include 
several features available with Flowmon
multitenancy, some options will only be available to 
a super admin user.(e.g., some configuration 
options)
Remaining features will be delivered in following 
version – ADS 13.0

Initial multitenancy support

TENANT A

SUPER ADMIN

TENANT BAdmin Admin

USERSUSERS

https://www.progress.com/
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Flowmon ADS 13.0 –est. Q4/2023

Full multitenancy support

Anomaly detection for ICS/SCADA 

environments with a new set of detection 

methods

Improved detection accuracy and proxy 

correlation by adopting a new collector 

backend engine

Flowmon ADS 13.0

https://www.progress.com/
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Flowmon ADS 13.0 –Security of ICS/SCADA

Brand new methods for the detection of 

anomalies within various ICS/SCADA 

protocols including:

• MODBUS

• DNP3

• IEC104

• Goose

Anomaly detection based on clustering 

algorithms, probabilistic automata and 

statistical models

Anomaly detection for ICS/SCADA

https://www.progress.com/
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Flowmon ADS 13.0 –New backend adoption

ADS support of the new Collector engine

Improved detection accuracy by 

reimplementing ADS preprocessing to the 

new collector engine

• More precise flow pairing, and 

deduplication

• More precise proxy correlation

New collector engine support

https://www.progress.com/
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Flowmon Asset Model for Configuration (teaser)

https://www.progress.com/
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Application 
eXperience
Fabric

New LoadMaster consumption model 
focused on simplicity, automation, 
workflows and user experience.

Cloud-native central management of 
whole LoadMaster fleet with automation of 
provisioning, central health monitoring and 
reporting.

Join CVP (Customer Validation Program) 
to provide feedback!

Future plans to expand and integrate 
Flowmon & Whats Up Gold for 
consolidated application insights and 
security.

https://www.progress.com/



