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Choose the FlowMon Configuration Center to configure the FlowMon probe.
Choose FlowMon Monitoring Center to view and analyze collected IP flows.
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Critical priority events: 30

Security issues

Show details

Event type

(® BLACKLIST

® ssHDICT

(® DICTATTACK
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Detection of communication with blacklisted IP addresses

Name

Advanced detection method revealing dictionary attacks on secured shell service

Detection of dictionary attacks on various protocals.
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Flowmon in 2020
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Flowmon 11: Insight at your fingertips
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With the data from Flowmon, we can immediately move to
resolve performance issues and make sure that

degradations don’t hinder our ability to deliver high-quality
parts to our customers.”

Massimo Petrini aMT

—————

Factory manager Y

Progress’

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved


https://www.progress.com/

Flowmon ADS 11: Situational awareness
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Flowmon Packet Investigator introduced

* Augment flow-based monitoring
with on-demand packet capture
and analysis when required

@ SMTP: Connection detected (TCP@81.95.97.100:25-192.168.0.253:13

@ SHTP: Server welcomed the client

@ SMTP: Server is ready

¢ BUllt'ln eXpertlse and knOWIedge : @ SMTP: No authentication detected
to automate root cause analysis @ SHTP: Encryption successful
and trOUbIeShOOt|ng » @ SSL: Handshake detected

I SSL: Fatal alert error

Prog reSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved .
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Flowmon Packet Investigator helps us to automate troubleshooting,
which means we can spend less time in Wireshark PCAPs. Instead
of going through packets manually, we know immediately what kind
of issue we are dealing with and what the root cause Is. Because
we don't need deep knowledge of network protocols to use it,
packet analysis is made available to every member of our IT team."

Jan Kovarik The Czech Academy
) of Sciences
IT Center Coordinator

Progress’
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Flowmon in 2021
(part of Kemp Technologies)

) Progress’



Flowmon 11: Visualize, cooperate and share
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Edit dashboards

My dashboards
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Flowmon gives KBC with its flow-based Network Performance
Monitoring tool a great overview of the dataflow metrics in the
network so that the network health can be easily assessed. In case
of an issue the tool allows very fast and efficient troubleshooting by

visualize the traffic that is causing the problem.”

I\/Iarf: Daemen | —
Senior System Engineer KBC

ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved .
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Flowmon ADS 11: Custom threat intelligence

Edit remote blacklist b4

Blacklist name realMISP

Description

The description field is optional and its value is
used in the BLACKLIST event detail. If it is not
provided, the name of the blacklist is used in
the detail instead.

Assigned instances Default2 x @ w

P =N
] '\.,'
Type of blacklist - csV > MISP
Blacklist entries specified by Open source threat intelligence
CsV file platform and cpen standards

for threat information sharing

Remote URL https://192.168.50.121

API key 8lg8sThhFlipgJgejlGPodbO
Maximum days of valid records 1

Include records only for Intrusion Detection

System

SAVE CLOSE

$ PrOgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Flowmon ADS

Progress’

Dashboard
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Execution
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11: MITRE ATT&CK framewor

Credential Access

0
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Discovery

12

Network Service
Scanning (12)

MNetwork Share
Discovery (0)

Remote System
Discovery (12)

Lateral Movement

5

Exploitation of
Remote Services (0)

Lateral Tool Transfer
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Collection

0

Audio Capture (0)

Data from Network
Shared Drive (0)

Man-in-the-Middle
(0)
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Command and
Control

2

Application Layer
Protocol (2)

Encrypted Channel
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Ingress Tool Transfer
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Protocol Tunneling
(0)

Proxy (0)

Remote Access
Software (0)
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Exfiltration
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Exfiltration (2)
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Thanks to Flowmon ADS, we are able to reveal threats and
malicious behavior within the internal network. And what is
the most important experience - we have significantly

reduced incident resolution times for both operational and
security incidents."

Vittorio Cimin ' Bricofer ||
CIO

Tra il dire e il fare.

Progress’
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) Progress’

Flowmon in 2022
(in Progress)
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Flowmon 12: Multi-cloud network visibility

Native mirroring

* Functionality of the cloud
platform to copy packets
from virtual interfaces to

monitoring appliances
deployed in the cloud

amazon

webservices

Progress’

a

Google Cloud

Flow logs 3'd party agents
* Traffic statistics generated * Software components
In form of logs by the cloud Installed on virtual
platform as such machines to provide a
* Contain information similar copy of the traffic through
tunnel

to NetFlow v5
* Additional complexity, no

a longer passive
Google Cloud
- - Microsoft amazon INZ1 «—= y
Hl Azure webservices IXI A=
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Flowmon ADS 12: Al against cyber threats

Event #48745
& Type

Subtype
5 Detail

MITRE ATT&CK
Detection time

Last update
First flow

TARGETS (1) COMMENTS

ALL IP ADDRESSES BY COUNTRY BY IP

(=} 51.254 (unknown)

Progress’

Random domain name (RANDOMDOMAIN)

General

Reports the usage of randomly generated domain names. This kind of domal

Access to randomly generated domains was detected. Domains: eqc49

Tactic
Command and Control

2022-02-2411:34119
2022-02-2411:34:19

2022-02-24 11:33:.47

CATEGORIES

Technique
Dynamic Resolution

Event source
Captured source hostnami
MAC address
User identity
ATTRIBUTES EVENT

ad

2

X
]

Domains
Blacklist

Communication with C2 Servers

Random
AO Domain
000 Generation
Flowmon
ADS

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Random
Domain
Detection

Common NDR tool

Progress’

Flowmon
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Specifikace

[ Flowmon ADS Models Specification Flowmon APM Models Specification

PDF, 567,8KB PDF, 557,7KB

ymon Collector Models Specification Flowmon Compatibility Sheet

PDF, 229,1KB

Architecture Overview Flowmon Packet Investigator Models Specification

PDF, 556,3KB

Kolektor data retention

Progress’

Otevrenost a
profesionalita



Progress
. 9 A (L ravelMinaik ¥
Community =

A Product Downloads  Product Forums s  Product Hubs v  Support v  Resources » Internal Resources v

~ Member n Weekly Digest
i PRIVATE

WhatsUp Gold and Flowmon CVP

E Members (3+)

» Progress’

Zpeéetna vazba o
zakazniku a partneru

ike to know?

View All

| Files (3+)

s 127KB - pdf

yent_Logs_Cheat_S..



:’ﬁProgress'Kemp‘ Documentation  Downloads Community  Products Submit arequest  Signin

Kemp Support, how can we help?

The latest application delivery knowledge and expertise at your fingertips.

Q Search

sy

Master GEO Multi-Tenant LoadMaster Flowmon

Progress’

Excelentni technicka
podpora

Flowmon APM Flowmon DDoS Defender



Kemp Support > Submit a request

My Activities

Requests  Contributions Following

Please Select Your Product From the Drop-Down Below

Flowmaon

CC(optional)

Add emails

Subject

Description

Please enter the details of your request. A member of our support staff will respond as soon as possible.

Geographical Location

EMEA

To help us direct your request to the correct team please select your geographical location from the list above.

Inquiry Type

Troubleshooting

Please indicate what type of inquiry the ticket is concerning.

Attachments(optional)



?h Progress’Flowmon' SITOVY PROVOZ - SITOVA BEZPECNOST *  PROC FLOWMON +  ZDROJE * O SPOLECNOSTI» QST ru sl Ele]

» Spoluprace mezi NetOps a SecOps

Spoluprace NetOps a SecOps pro
zdravejsi sit

i, Pokud odstranite vzajemné bariéry, spoluprace mezi obéma tymy bude
“*ngjsi, méne riskantni a nakladové efektivngjsi.

$ Progress® 2 VYZKOUSET TRIAL ®

Maximalizace hodnoty
integraci produktu




LoadMaster abal 3 Vers:7.2.56.0.21331.RELEASE (VMware)

Network Telemetry 11:36:50 AM

Home

* Virtual Services Metwork Telemetry requires the Kemp Flowmon Collector to collect the NetFlow / IPFIX application flow data.
b Global Balancing The Kemp Flowmeon Collector is available here.

P Statistics Download Flowmon Collector

Real Servers Once the Kemp Flowmon Collector is installed and running, enter the connection details and select the Client 21 Client 27
* Rules & Checking relevant interfaces to enable this integration. 192.168.222.21 192.168.222.27
» Certificates & Security Connection Details
» Web Application Firewall Collector Endpoint |192.168.222.242 | Validate
» System Configuration

Global Settings s C

Active Timeout Set Active Timeout
Inactive Timeout Set Inactive Timeout

Export Protocol

Help

MetFlow v9
IPFIX @ MyApp
VirtualService
Advanced Settings 192.168.222.243
Layer 2 values Layer 3/4 values Layer 7 values
ARP NPM DHCP VoIP (SIP)
MAC Extended NPM DNS MSSOL
VLAN L3/L4 extended HTTP PostgresQL
Email MySQL — —
L] L]
MBAR2 TLS — —
Samba P —
L] L]
Activate Export of Application Flow Data Per Interface o O
Interface RealServer23 RealServer24
etho 192.168.222.23 192.168.222.24

ethl




Dashboard Reports

MyApplication

MyApp Topology

Clients

2022-08-04 11:39 - 2022-08-11 11:38

Vilast 7 days (generic time span) +

©99.9%

Retransmission index

Bits per second

11.2M

AVG packets/s

1.2K

AVG RTT
0.679 ms

AVG SRT
3.144 ms

Status

Configuration

[+]

MyApp

Last 7 days (generic time span) v £ MyApp
w  2OM
o g
RealServer23
Aug 4
12:00
Applicatio...
Il virtualService
RealServer24
El  RealServer23
RealServer24
All traffic

Qo ReLast 7 days (generic time span) «
©99.9%
Retransmission index
Excellent Poor

Bits per second

55M

AVG packets/s

480.2

AVG RTT
0.291ms

AVG SRT
1.359 ms

Aug 5 12:00

Maximal bits/s

Aug B

Bits per second

13.81 Mb/s 11.16 Mb/s
6.79 Mb/s 5.49 Mb/s
6.80 Mb/s 5.49 Mb/s

27.40 Mb/s 22.15Mb/s

12:00

a 2022-08-04 11:39 - 2022-08-11 11:39

Qo Relast 7 days (generic time span) + Q, @
©99.9%
Retransmission index
Excellent Poor Excellent

Bits per second

55M

AVG packets/s

475.6

AVG RTT
0.279 ms

AVG SRT
1.433 ms

MyAppClients

Any IP address

192.168.222.243

192.168.222.21

192.168.222.27

Ol RealServer24

192.168.222.50

B 192.168.222.57

All traffic

Bytes
786.09 GiB
386.85 GiB
386.58 GiB

1.52 TiB

Aug 7

12:00

Input packets

707.95M
287.65M
29042 M

1.29G

Aug 8 12:00

Flows

340M

1.83 M

183M

7.07TM

Va

Flows

341TM

243M

97448 K

43

341M

Aug®

Packets per second

117K
475.60
48019

213K

Input packets

709.98 M
51221 M
19777 M
438

3

3

709.98 M

Last 7 days (generic time span) v

English

Last 7 days =

12:00 Aug 10 12:00 Aug 11
Maximum packets/s Flows/s

144K 5.62

621.63 3.03

625.16 3.03

266K 11.68

Last 7 days (generic time span) «

AVG RTT

0.677 ms

0.55 ms

0.996 ms

0Oms

0ms

0ms

0.678 ms

AVG SRT

3.143 ms

3.128 ms

318ms

0ms

0Oms

0ms

3.144ms

AVG RTR

0.0

0.0

0.0

0.0

dmin o
amln$

o 0O

Q%

Maximum flows/s

6.96
414
3.70

14.35

Q&

Bytes
788.31 GiB
563.09 GiB
22522 GiB

3.50 KiB
134B
134B

788.31 GiB



WhatsUp Gold

Award-winning Network Availability and Performance At-a-Glance

- S e e n etW Ork St atu S (Wh at’ S up’ Wh at! S = L,.,I“w Whas Gkl iege | ConsMbieah el Nitmark Tt
down) at-a-glance oz

= Monitor everything connected to your
network in context via a single, intuitive
user interface

= Alert IT teams to network issues and
proactively find and fix problems fast

" CHAMPION
T

MONITORING » Progress ' WhatsUp Gold

*
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Flowmon NPMD/NDR Within WhatsUp Gold

Display data from Flowmon'’s advanced network performance and traffic analysis solution — including
network security detection and response capabilities — via the Integrated Flowmon Dashboards within

WhatsUp Gold interface.

WhatsUp Gold

MY NETWORK

ANALYZE SETTINGS

Q _ & demo

FAVORITES

v

Dashboards

Home Dashboard v Overviey

[==]

Performance

Top 10 Map View

Evaluation Videos Network

Virtualization

- | Devi
“ Welcome to the online WhatsUp Gold Dem e

| Alerts and Actions

Welcome t
Inventory
Please note that this demonstration is read-on

Logs

WhatsUp Gold Add Ons
Log Management
+ Licensed

Network Traffic Analysis
+ Licensed

BT

“ Current Device States - Click on one to see iﬁl Virtual Monitoring
1= of Licensed

& MyNetwork ~ ¥ = Wireless

mmen o Licensed

Other Progress Products

g ol

> less Configuration Management Problem Areas Application Performance Monitoring HTML Examples
> Layout Geolocation Cloud Billing
> | o= |
>

Up Gold. For a quick start check out the Evaluation Videos available at the far right dashboard tab above this message.

not be saved. Because of this restriction we want to make it clear that WhatsUp Gold has capabilities that extend far beyond what is shown in this limited
> r further details, or if you have any other questions, please contact our sales team.

r own unrestricted evaluation version of WhatsUp Gold? You can download a free trial here
>
> |
> 8=
>

[H] Fowmen

- ) Flowmon Events

Flowmon Dashboard

& o

3 Progress’
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The Benefits of WhatsUp Gold & Flowmon

Add powerful new traffic analysis and
security capabilities to WhatsUp Gold
through Flowmon dashboards.

* Convenience: Gain access to advanced
network traffic analysis while monitoring
network issues

* Speed: Diagnose traffic issues faster and
reduce MTTR through multiple views of
network infrastructure, applications and
traffic

* Security: Analyze encrypted traffic and ‘
detect ransomware insider threats and A A A A ———
unusual behavior via Flowmon’s more - |
detailed traffic analysis

ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Progress’

Flowmon Roadmap

As of September 2022



Disclaimer

All roadmaps are for informational purposes
only, and the reader is hereby cautioned that
actual product development may vary
significantly from roadmaps

These roadmaps may not be interpreted as any
commitment on behalf of Progress, and future
development, timing and release of any
features or functionality described in the
roadmaps remains at our sole discretion



Flowmon 12.2 - est. Q1/2023

Flowmon 12.2

Focus on resiliency and stability of distributed
architecture

Security improvements — in Flowmon solution
and in the software delivery process too

Logging solution improvements for better
supportability
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Flowmon 13.0 - est. Q4/2023

Flowmon 13.0

New collector backend engine with native
IPFIX support and 2x-7x performance gain

Prediction and trending on volumetric data
and network performance metrics

Improved user documentation and way how it
Is available
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Flowmon 13.0 - New Collector engine

New collector backend engine

* Completely new collector backend engine
respects the most modern trends and will
bring higher performance (est. 2x — 7x) by
usage of massive parallelization and lot of
other improvements

* Flexible design allows us to easily support
various IPFIX flow items useful for different R
monitoring use-cases «
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Flowmon 13.0 - Prediction & trending

Prediction and trending

* Information about current and past situations
in the network is not enough any more

° Predicting the future allows IT professionals
to react proactively and to be prepared

° Predictions and trends will be available for
both volumetric data and network
performance metrics

* This will proactively help with situations like
upcoming link saturation or gradual SLA
degradations
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Flowmon ADS 12.1 - est. Q1/2023
Encrypted Traffic Analysis

Our new detection methods will uncover encrypted DNS servers attempting to hide from network monitoring tools

» Detection of DNS over HTTPS (DoH)

Flowmonservices  _ _ _ _ _ ________ Multiple detection techniques

| |

: ?/o\o e ! » Detection based on a list of loCs provided by
| o(\ ) m [ i = | Flowmon to customers via services portal

: Online sources Web scraping Database of : » Detection based on an ML-based detection
| (webpages) — DoHservers | algorithm

Network traffic Machine Database of Looking for
(IPFIX records) learning DoH servers loC’s

ADS instance
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Flowmon ADS 12.2 - est. Q2/2022
Initial multitenancy

Initial multitenancy support

The First step for the MSP level multitenancy

(support for Flowmon multitenancy)
° Oneshared appliance providing independent data
spaces

* New admin layer of Tenant Admin to address per tenant TENANT A Adrmin TENANT B Adrmin
user/role management

Initial ADS multitenancy support will not include
several features available with Flowmon
multitenancy, some options will only be available to
a super admin user.(e.g., some configuration
options)

Remaining features will be delivered in following
version - ADS 13.0
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Flowmon ADS 13.0 - est. Q4/2023

Flowmon ADS 13.0

Full multitenancy support

Anomaly detection for ICS/SCADA
environments with a new set of detection
methods

Improved detection accuracy and proxy
correlation by adopting a new collector

backend engine
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Flowmon ADS 13.0 - Security of ICS/SCADA

Anomaly detection for ICS/SCADA R,

Brand new methods for the detection of
anomalies within various ICS/SCADA
protocols including: Yay

MODBUS
DNP3
IEC104

* @Goose

Anomaly detection based on clustering
algorithms, probabilistic automata and

statistical models
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Flowmon ADS 13.0 - New backend adoption

New collector engine support

ADS support of the new Collector engine

Improved detection accuracy by
reimplementing ADS preprocessing to the
new collector engine

® More precise flow pairing, and
deduplication

° More precise proxy correlation

PrOgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.


https://www.progress.com/

Flowmon Asset Model for Configuration (teaser)

Dashboard Reports

Assets Types Attributes

L'E', Asset structure
Filter

~ @3 All Sites
- Magano
- 5 pe
b sZa Company

2
s5a Datacenter

4

v [ sapP

» [ Flowmon
&5 Web GUI
&5 Service #1
1 Service #2

» +5 Hodonice

-

v «b) Olbramkostel

» b Miroslav

= [7] Unassigned
L Flow sources

<" Starred

Progress’

Incidents

Tags

Users Assets Configuration

Topologies

Asset structure All Sites oc Datacenter
Flowmon ~ e critical e Brno
Subassets  Audittrail  Views
|

B lame

15 Web GUI &

O % @5 Service #1

O < &5 Service #2

1% Add to stared

Q

& Export I Delete

ripticn
This asset serves as a primary service for Flowmon We..
Lorem ipsum dolor sit amet, consectetur adipiscing elit...

Aenean dictum nulla ligula, eu fringilla ipsum sodales n...

Filter
Tags
® Weh ® Brno 1 minute ago
® Database ® Ermo 01/02/2020 08:20
® Database @ Brno 01/02/2020 13:30
@  Assetcreated X

Asset Web GUI was successfully created and is
ready for use in Flowmon applications,
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Notifications | 5

3) John Flowmon -

@ Web GUI X

et full name

Flowmon Web GUI

This asset serves as a primary service for
Flowmon Web GUI framework and
components. Lorem ipsum dolor sit amet,
consectetur adipiscing alit

All Traffic {In Traffic and Out Traffic are
disabled be
was not p

use Srofilter and Dstrilter

Alerts

Widget temp

All Traffic in last 7 days

Created
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Application
eXperience
Fabric

New LoadMaster consumption model
focused on simplicity, automation,
workflows and user experience.

Cloud-native central management of
whole LoadMaster fleet with automation of
provisioning, central health monitoring and
reporting.

Join CVP (Customer Validation Program)
to provide feedback!

Future plans to expand and integrate
Flowmon & Whats Up Gold for
consolidated application insights and
security.
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