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Flowmon 12.0 highlights

* Vlylepseni uzivatelskeho rozhrani

®* Monitorovani cloudoveho prostredi
* Flow Quality Analyzer

* Noveé metody ADS

®* Nove moznosti ladeni ADS
* Attached flows

® Integrace s WUG

Antivirus applications IP addre
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Cloud Monitoring

GCP - Google Cloud Platform
AWS - Amazon Web Services

Azure - Microsoft Azure
A Azure
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Cloud Monitoring - Flowmon Probe/Flow logs
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3 GCP - Flow Logs monitoring concept

Transport mechanism for Flow Logs
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“Y GCP Flow Logs flow source

VPC
127.129.0.1 (jansky-flowmon-vnet-mon1.dev-platform-team)

Each VPC within a ProjectID is assigned to a

flow source in Monitoring Center

automatically 0.75

Flow source IP address is automatically -

generated and thus artificial '

Interfaces are created from subnets 0.25

Corresponding names of VPCs, projects and 0

subnets are obtained from Google Cloud API Nov 18 2021 16:00 18:00 20:00

automatically including potential updates

Rest of the work with flow data from Google
Cloud is exactly the same as with traditional Type here to search Profiled, Not profiled v
NetFlow/IPFIX
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Flowmon 12 - Monitoring hybridnich siti

Fyzicka infrastruktura
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Flow Quality Analyzer

* CLI tool to automatically analyze and review quality of flow data from third party flow sources

* Looks for specific issues in flow data such as missing attributes, inaccuracy of timestamps,
timeout settings, etc.

* Provide human readable output showing results of all the tests performed with the data

* Documented in Solution Maintenance guide

[ flowmon@flowmon-collector ~]$% fga start 2055

Flow Quality Analyser
Started 2022-05-30T721.40
Status
Flows collected : 156
Time remaining : 67 / 330 s

Space used : 260K / 30eM

Progress © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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@ flowmon@localhost: ~

Flow Quality Analyzer

Missing basic fields

Duplicated flows

Only one direction of traffic

Missing TCP flags

Wrong active/inactive timeouts

Missing templates

Wrong timestamps

Progress’


https://www.progress.com/

Progress’

ADS
Nove detekcni metody



RANDOMDOMAIN

Common NDR tool

£
Domains
x Blacklist

Attackers are using domain generation |' |

algorithms to hide botnet command & control
communication and prevent it from being Communication with C2 Servers
detected and blocked Qo
. . o))
Detection method RANDOMDOMAIN is based g/@b
on unsupervised machine learning techniques i Random
_ _ _ 0,0 /Domain
and is able to recognize a random domain F=_ =Wl o] i
without prior knowledge
This detection techniqgue accompanies
traditional detection based on known indicators
of compromise as well as detection based on
behavior analysis Flowmon BAnacr » Progress’
ADS @ Domain _
Detection Flowmon
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RANDOMDOMAIN

Udalost €. 5911471 B KOPIROVAT ID UDALOSTI B uKkoTVIT OKNO
Typ Random domain name (RANDOMDOMAIN)
Podtyp General
Upozorfiuje na vyuziti ndhodné generovanych ndzva domeén. Tento druh ndzvi domeén mize byt vyuzivan malware pro komunikaci se servery veleni a fizeni (Command and Control).
Detail Byl detekovan pristup k nahodné generovanym domeénam. Domeny: us.64e98469810bd13e2b45e52d19d6fddfe333b3528350d8cfa792d478.com.
MITRE ATT&CK Taktika Technika
Command and Control Dynamic Resolution

Cas detekce 2022-05-29 08:26:31 Puvodce udalosti o 10.112.224.19 (neznama) Pravdépodobnost 100 %

Naposledy aktualizovédno 2022-05-29 068:26:31 Zachycené jméno piivodce Neuvedeno False positive Ne

Prvni tok 2022-05-29 08:25:58 Detekovéno instanci Default
MAC adresa 74:4d:28:07:79:51

Zdroj dat Default2

Identita uzivatele Meuvedeno

KATEGORIE (0) ATRIBUTY ZAZNAM UDALOSTI SOUVISEJICT UDALOSTI IDS (0]

CiLE (1) KOMENTARE (D)
VESKERE IP ADRESY PODLE ZEME PODLE IP ADRESY

O 10.112.1.1 (neznama)

o
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RANDOMDOMAIN

®* nova metoda je automaticky spusténa
®* metoda se nijak nenastavuje, bézi zcela automaticky

® ale pozor, pokud mate Flowmon jiz delSi dobu tak metoda RANDOMDOMAIN neni zapnuta ve stavajici
perspektivé => Flowmon sice néco detekuje, ale ja to neuvidim

* je nutné prfidat metodu RANDOMDOMAIN do stavajici perspektivy => Security issues/Medium, Operational
issues/Informational

®* nebo smazat stavajici perspektivu a nechat si vytvofit defaultni novou

Perspectives

NAME PRIORITIES

Backbone issues 25 (number of defined pricrities) P

FPI zachyt 2 (number of defined pricrities) P

Operational issues 40 (pumber of defined priorities) F A
=> 41

Security issues 40 (umber of defined priorities) P
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Access to server infrastructure via TOR

Detection of access to company -

servers (e.g. hosted in DMZ) via TOR %
networks :

Organization’s Network Oodfom

This may indicate initial access of an Semr

attacker mapping the target l ouz_ g2 _ven [;‘g\

environment and masking his identity
In TOR network

Flowmon

=On OO

TOR
Detection

Progress’
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Client leveraging TOR to bypass security

measures

* Detection of clients in the
corporate network that
leverage TOR to access
network resources

® This typically indicates that
user is bypassing security
measures and Is trying to
mask his activities in the
network to prevent being
monitored

Progress’
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Flowmon 11

Nove false positive

Metoda

Zdroj dat

Komentar

Zdroj udalosti

Zdrojové IP adresy

IP adresy mohou byt zadany jako seznam
oddéleny Earkami. Je-li vloZena IPv4 adresa,
|ze jedno z jejich poli zapsat s pomoci
rozsifené notace.

Filtry

Cil udalosti

Cilové IP adresy
IP adresy mohou byt zadany jako seznam

Klepnéte pro pfiddni poloZek

® vsechny
) Vybrat zdroje dat

Flowmon 12

Nove false positive

Metoda

Klepnéte pro pfidani poloZek

Instance metody

® vsechny

() Pouze vybrané instance metody

Zdroje dat

Popisek

Zdroj udalosti

IP adresy
IP adresy mohou byt zadany jako seznam

oddéleny carkami. Je-li vloZzena IPv4 adresa,

|ze jedno z jejich poli zapsat s pomoci
roziifené notace. (3)

Filtry

® viechny

) Pouze zvolené zdroje dat

» Progress’
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Flowmon 11 Flowmon 12

Nove false positive

MNove false positive

Cil udalosti S
Cil udalosti

Cilové IP adresy

IP adresy mohou byt zadany jako seznam IP adresy

oddéleny Earkami. Je-li vioZzena IPv4 adresa,
|ze jedno z jejich poli zapsat s pomoci
rozifené notace. (3)

IP adresy mohou byt zadany jako seznam
oddéleny Earkami. Je-li vloZena IPv4 adresa,
|ze jedno z jejich poli zapsat s pomoci
rozéitené notace. (3)

Filtry

Filtry

Vice moznosti

Pokrocilé parametry filtrovani ()
Autonomni systémy @ 8075:MICROSOFT-CORP-MSN-AS-BLOCK X

Hostname

B BNS Ize zadat *oftice3s5.com
jako seznam oddéleny carkami. (3)

» Progress’
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Attached flows

® Soucasti ADS udalosti je "Event
evidence", kterd zobrazuje detalil
udalosti

* Monitoring center je vypis
surovych flow dat z FMC
* Attached flows je vzorek flow

detekované udalosti pripojeny k
udalosti v ADS

Progress’

© 2022 Progress Software Corporation and/or its subsid

Event #7615131

Type
Subtype

Detail

MITRE ATT&CK

Detection time

Communication with blacklisted hosts (BLACKLIST)

Host

Upozorfiuje na zafizeni, kierd komunikuji s IP adresami zafazenymi na blacklist. Toto mize ir
IP adres zafazenych na blacklist.

Known attackers, pokusy: 1, nahrano: 60 B, staZzeno: 88 B, Casto pouZivané porty: 637¢

Tactic
Initial Access

2022-11-28 10:03:39

Last update 2022-11-28 10:03:39
First flow 2022-11-28 10:03:10
TARGETS (1) COMMENTS (0) CATEGORIES
ATTACHED FLOWS MONITORING CENTER
1 1 1
08
06
04
02
a
60p 85p
SOURCE IP DESTINATION IP TIMESTAMP
Fi =
39.108.152.96 10.112.129.20 33%251110%%2
{unknown) {unknown) T
= Fi
10.112.129.20 39.108.152.96 123%125:11102022
{unknown) {unknown) T

Technique
External Remote Services

Event source

“: [l 39.10
Captured source hostname N/A
MAC address 00:00:00:00:
User identity N/A
(0) ATTRIBUTES EVENT EVIDENCE
Filt
SOURCE DESTINATION
DURATION  PROTOCOL | o e TRA
0 TCP 32794 6379
0 TCP 6379 32794
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Attached flows / Pripojené toky - nastaveni

A kEI'I"Ip » Anomaly Detection System +

B ZPRACOVANI

NASTAVENI APLIKACE

e

i @

"

UZIVATELSKA NASTAVENI

B Uzivatelska opravnéni

Obecna nastaveni
IDS kolektor
Nastaveni tloZista
Nastaveni LDAP

Nastaveni ePO

UZivatelska nastaveni

PRIZPUSOBENI

A
®

Pojmenované sluzby

Externi dotazy

() NASTAVENI SYSTEMU 9, UDRZBA

Nastaveni Ulozisté

Odstranit udéalosti po

Nastavi parametr DeleteEventsAfter viem
instancim metod (vychozi perioda - 183, nikdy -

0}
Neaktivni asovy limit

Implicitni perioda

Neni-li udalost v tomto obdobi opétovné 15 minut

detekovana, dojde k jejimu uzavieni.

Interval aktualizace
Cas mezi aktualizacemi udalosti.

Odstranit graf flow po
Potet dni pro uloZeni dat grafu

Pfipojit toky

Sablony tokd (13)

B uvwozir

Sminut  w
183

«@©

S
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Flowmon Roadmap

Flowmon 13.0 — est. Q4/2023



All roadmaps are for informational purposes
only, and the reader is hereby cautioned that
actual product development may vary
significantly from roadmaps

These roadmaps may not be interpreted as
any commitment on behalf of Progress, and
future development, timing and release of
any features or functionality described In
the roadmaps remains at our sole discretion
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Flowmon ADS 12.1 - est. Q1/2023
Encrypted Traffic Analysis

Our new detection methods will uncover encrypted DNS servers attempting to hide from network monitoring tools
* Detection of DNS over HTTPS (DoH)

Flowmonservices — _ _ _ _ _ _ _ _____ Multiple detection techniques

I |

: i)/o\o e l » Detection based on a list of 10Cs provided by
: o(\ ) = [ > .’ : Flowmon to customers via services portal

: Online sources Web scraping Database of : * Detection based on an ML-based detection

| (web pages) DoH servers | algorithm

Network traffic Machine Database of Looking for ADS events
(IPFIX records) learning DoH servers loC’s (Detected DoH traffic)

ADS instance

o
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Flowmon 13.0 - New Collector engine

New collector backend engine

* Completely new collector backend engine
respects the most modern trends and will
bring higher performance (est. 2x — 7x)
by usage of massive parallelization and lot
of other improvements

* Flexible design allows us to easily
support various IPFIX flow items useful for
different monitoring use-cases

Progress’

Specialni pole (proprietary fields) pro Flowmon (IPFIX)

POLE PROTOKOLU DATABAZE
[] MSSQL pole
] MSSOL rozsifena pole

MySaL pole
MySQL rozsirena pole

[] PostgreSQL pole

[] PostgreSQL rozs

OSTATNI POLE

DHCP pole Pole e-mailu Pole ARP
DNS pole Samba pole [] WHLAN
L3/L4 rozsifena pole Casova znamka toku pfijatého kolektorem

Specialni pole (proprietary fields) pro CISCO (IPFIX)

[ AVC metriky [] AVC histogram [] AVC HTTP
Specialni pole (proprietary fields) pro Gigamon (IPFIX)

[[] HTTP Host a URL [] SsL [] RADIUS

[] DNS

Specialni pole (proprietary fields) pro VMware (IPFIX)
[] NSX
Specialni pole (proprietary fields) pro IXIA (IPFIX)

[] HTTP Host a URL

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Flowmon 13.0 - Prediction & trending

Prediction and trending

* Information about current and past situations
in the network is not enough any more

* Predicting the future allows IT professionals
to react proactively and to be prepared

®* Predictions and trends will be available for
both volumetric data and network
performance metrics

* This will proactively help with situations like
upcoming link saturation or gradual SLA
degradations

3’ ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Flowmon ADS 13.0 - est. Q4/2023

Flowmon ADS 13.0

Full multitenancy support

Anomaly detection for ICS/SCADA
environments with a new set of detection

methods

Improved detection accuracy and proxy
correlation by adopting a new collector
backend engine

3’ ProgreSS © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.


https://www.progress.com/

» Progress’




