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Flowmon 12.0 highlights

• Vylepšení uživatelského rozhraní

• Monitorování cloudového prostředí

• Flow Quality Analyzer

• Nové metody ADS

• Nové možnosti ladění ADS

• Attached flows

• Integrace s WUG

https://www.progress.com/
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Cloud Monitoring

GCP - Google Cloud Platform

AWS - Amazon Web Services

Azure - Microsoft Azure

https://www.progress.com/
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Cloud Monitoring - Flowmon Probe/Flow logs

https://www.progress.com/
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GCP  - Flow Logs monitoring concept
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Transport mechanism for Flow Logs

https://www.progress.com/
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VPC Project ID

Subnet Name

GCP Flow Logs flow source

Each VPC within a ProjectID is assigned to a 
flow source in Monitoring Center 
automatically

Flow source IP address is automatically 
generated and thus artificial

Interfaces are created from subnets

Corresponding names of VPCs, projects and 
subnets are obtained from Google Cloud API 
automatically including potential updates

Rest of the work with flow data from Google 
Cloud is exactly the same as with traditional 
NetFlow/IPFIX

https://www.progress.com/
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Flowmon 12 - Monitoring hybridních sítí

Fyzická infrastruktura Virtuální prostředí Cloud

https://www.progress.com/
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Flow Quality Analyzer

• CLI tool to automatically analyze and review quality of flow data from third party flow sources

• Looks for specific issues in flow data such as missing attributes, inaccuracy of timestamps, 

timeout settings, etc.

• Provide human readable output showing results of all the tests performed with the data

• Documented in Solution Maintenance guide

[flowmon@flowmon-collector ~]$ fqa start 2055

Flow Quality Analyser

Started 2022-05-30T21.40

Status

Flows collected :       156

Time remaining  :       67 / 330 s

Space used      :       260K / 300M

Listening port  :       2055

https://www.progress.com/
https://kemptechnologies.com/files/packages/flowmon-products/Flowmon/11.1.12-Stable/docs/Flowmon-Solution-Maintenance.pdf


9© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

Flow Quality Analyzer

Missing basic fields

Duplicated flows

Only one direction of traffic

Missing TCP flags

Wrong active/inactive timeouts

Missing templates

Wrong timestamps

https://www.progress.com/


ADS
Nové detekční metody
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RANDOMDOMAIN

Attackers are using domain generation 

algorithms to hide botnet command & control 

communication and prevent it from being 

detected and blocked

Detection method RANDOMDOMAIN is based 

on unsupervised machine learning techniques 

and is able to recognize a random domain 

without prior knowledge

This detection technique accompanies 

traditional detection based on known indicators 

of compromise as well as detection based on 

behavior analysis

https://www.progress.com/
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RANDOMDOMAIN

https://www.progress.com/
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RANDOMDOMAIN
• nová metoda je automaticky spuštěna

• metoda se nijak nenastavuje, běží zcela automaticky

• ale pozor, pokud máte Flowmon již delší dobu tak metoda RANDOMDOMAIN není zapnuta ve stávající 

perspektivě => Flowmon sice něco detekuje, ale já to neuvidím

• je nutné přidat metodu RANDOMDOMAIN do stávající perspektivy => Security issues/Medium, Operational 

issues/Informational

• nebo smazat stávající perspektivu a nechat si vytvořit defaultní novou

https://www.progress.com/
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Access to server infrastructure via TOR 

Detection of access to company 

servers (e.g. hosted in DMZ) via TOR 

networks

This may indicate initial access of an 

attacker mapping the target 

environment and masking his identity 

in TOR network

https://www.progress.com/
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Client leveraging TOR to bypass security 
measures

• Detection of clients in the 

corporate network that 

leverage TOR to access 

network resources

• This typically indicates that 

user is bypassing security 

measures and is trying to 

mask his activities in the 

network to prevent being 

monitored

https://www.progress.com/


ADS
Nové možnosti ladění
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Flowmon 11 Flowmon 12

https://www.progress.com/
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Flowmon 11 Flowmon 12

https://www.progress.com/
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Attached flows

• Součástí ADS události je "Event 

evidence", která zobrazuje detail 

události

• Monitoring center je výpis 

surových flow dat z FMC

• Attached flows je vzorek flow 

detekované události připojený k 

události v ADS

https://www.progress.com/
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Attached flows / Připojené toky - nastavení

https://www.progress.com/


Flowmon Roadmap

Flowmon 13.0 – est. Q4/2023
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Disclaimer

All roadmaps are for informational purposes 

only, and the reader is hereby cautioned that 

actual product development may vary 

significantly from roadmaps

These roadmaps may not be interpreted as 

any commitment on behalf of Progress, and 

future development, timing and release of 

any features or functionality described in 

the roadmaps remains at our sole discretion

https://www.progress.com/
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Flowmon ADS 12.1 – est. Q1/2023
Encrypted Traffic Analysis

Our new detection methods will uncover encrypted DNS servers attempting to hide from network monitoring tools

• Detection of DNS over HTTPS (DoH)

Multiple detection techniques

• Detection based on a list of IoCs provided by 
Flowmon to customers via services portal

• Detection based on an ML-based detection 
algorithm

Online sources

(web pages)
Web scraping

Flowmon services

Network traffic 
(IPFIX records)

Machine 
learning

Database of 
DoH servers

Database of 
DoH servers

ADS events 
(Detected DoH traffic)

Looking for 

IoC’s

ADS instance

https://www.progress.com/
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Flowmon 13.0 –New Collector engine

• Completely new collector backend engine 

respects the most modern trends and will 

bring higher performance (est. 2x – 7x) 

by usage of massive parallelization and lot 

of other improvements

• Flexible design allows us to easily 

support various IPFIX flow items useful for 

different monitoring use-cases

New collector backend engine

https://www.progress.com/
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Flowmon 13.0 –Prediction & trending

• Information about current and past situations 

in the network is not enough any more

• Predicting the future allows IT professionals 

to react proactively and to be prepared

• Predictions and trends will be available for 

both volumetric data and network 

performance metrics

• This will proactively help with situations like 

upcoming link saturation or gradual SLA 

degradations

Prediction and trending

https://www.progress.com/
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Flowmon ADS 13.0 – est. Q4/2023

Full multitenancy support

Anomaly detection for ICS/SCADA 

environments with a new set of detection 

methods

Improved detection accuracy and proxy 

correlation by adopting a new collector 

backend engine

Flowmon ADS 13.0

https://www.progress.com/



