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Infroduction

This document provides an overview for migrating AWS OpsWorks for Chef to Chef SaaS,
a managed solution supported by Progress Chef. To help you through the process and to
support you moving forward, we want to start by connecting you with your Chef account
representative. The document will walk you through a 3-step migration process that
includes migrating your existing data. Once you are done with the migration you will be

able to connect to and use your SaaS Chef-managed nodes.

Connecting with Your Chef Account
Representative

Please click here to register inferest so your account representative can contact you. Your
representative will need the following information fo help build a plan for your migration

- if you have frouble collecting this information, your representative will help you. They

will also provide you an onboarding starter kit that contains your unique Chef Automate
environment details for Chef Infra and Chef InSpec. It will also contain quick start instructions

for connecting to your Chef SaaS instance(s).

© 2024 Progress. All Rights Reserved.
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https://www.chef.io/products/chef-saas/aws-opsworks-support

Steps to Migration

Please follow these steps fo migrate your OpsWorks deployment fo Chef SaaS.

Verify that you are on the latest OpsWorks version (Version 2). If you
are not on the latest version, click the upgrade button or contact your

OpsWorks representative for assistance.

Back up your OpsWorks environment using the following

documentation: https://docs.chefio/automate/backup/. Provide the name

of your S3 bucket to your Chef representative so that Chef can use your
backup to build your Chef environment. Chef will confact you once your

SaaS environment is setup so that you can proceed to step 3.

Change your existing OpsWorks endpoint fo the new Chef endpoint.
If your organization has special networking requirements, please

contact Chef to schedule time with a Chef specialist o update your

endpoint entries.

Customers who opt for a non-SaaS version should contact their Chef representative

for information to support their specific migration and deployment needs.

Moving to Chef SaaS

Step 1

Our engineers will create the SaaS environment to start the process.

bash-3.28 aws cloudformation create-stack --stack-name OpsWorks-Junel§ --template-body file:///Users/bkammari/OpsWork/opsworks_cft_vl.yaml --parameters file:///Users/bkammari/OpsWork/paramsv
1.json —-capabilities CAPABILITY_IAM CAPABILITY_NAMED_IAM --region us-east-1 —-profile psc-aws-chef-opsworks

<
"StackId": "arn:aws:cloudformation:us-east-1:914070129146:stack/OpsWorks-Junel5/ff8ebe@@-0b53-11lee-8lef-0ee345dadebd"
}
bash-3.2$ [l
— Logiaal D status e
2023-06-15 13:39:55 UTC+0530 VPC & © CREATE_IN_PROGRESS Resource creation Initiated
Stacks
20030615 133955 UTCH0530  IntemetGateway © CREATE_IN_pROGRESS Resource reaion tiated
2023-06-15 13:39:55 UTC+0530 NATGatewayEIP1 (@ CREATE_IN_PROGRESS Resource creation Initiated
2023.06.15 1339:55 UTCs0530  NATGatewayEIP2 © CREATE_IN_PROGRESS Resource creation Initsted OpsWorks-June15
2023-06-15 13:39:54 UTC+0530 S3Bucket (© CREATE_IN_PROGRESS Resource creation Initiated
- - . - +
20030615 133954 UTCH0530  CustomsSLCert © creaTe_In_pROGRESS [T————— ‘\' 2023-06-15 13:39:49 UTC+0530
2023-06-15 13:39:54 UTC+0530 LambdaExecRole @ CREATE_IN_PROGRESS Resource creation Initiated @ C R EATE I N p R O G R E S S
2023-06-15 13:39:54 UTC+0530 DescribelmagesRole (© CREATE_IN_PROGRESS Resource creation Initiated R
2023-06-15 13:39:53 UTC+0530 S3Bucket @ CREATE_IN_PROGRESS
Progress’
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https://docs.chef.io/automate/backup/

Step 2 Customername june1s

DomainName opsworks.chef.co -
i i GoldenimageName chef-automate-golden-image-* -
Once the environment is 9 9 9
CreaTed we Wl” lnserT The HostedZonelD Z0997410292EV2EQSDIMY
. InstanceType t2.xlarge
environment under our
. . S3PresignedUrlExpire 604800 -
monitoring tools. _ _
SubDomain junel1s
VPCCidr 172.16.0.0/16
As a part of the process,
) AutomateBlue
we deploy in a Blue/Green N
method that links fo your AutomateGreen

public DNS.

The external fully qualified domain name.
# When the application is deployed you should be able to access 'https://<fqdn>/'

# to login.

fgqdn = " unelS .opsworks.chef.co"

&« C (O @ junel5.opsworks.chef.co/dex/auth?client_id=automate-session&rh % # [ @@

B3 Workstuff B3 ChefLearn [ ProgressStuff @ Introducing Cold... @ Tirumala Tirupati...

Step 4

As the environment is

CHEF

created, we will do the User Sign In

» Set up a default admin user

» Create Master PEM and
Pivotal User PEM file

Backup in progress

This will ensure that the applications-service 100.00%
authn-service 100.00%

authz-service 100.00%

automate-cs-bookshelf 100.00%

environment can be used as B oma s oF Baks 160.00%
automate-cs-oc-bifrost 100.00%

1 automate-cs-oc-erchef 100.00%

a fresh environment.
automate-elasticsearch 100.00%

automate-es-gateway 100.00%

automate-gateway 100.00%

automate-load-balancer 100.00%

automate-pg-gateway 100.00%

automate-postgresql 100.00%

automate-ui 100.00%

backup-gateway 100.00%

ste 5 cereal-service 100.00%
p compliance-service 100.00%
config-mgmt-service 100.00%

data-feed-service 100.00%

. deployment-service 100.00%

es-sidecar-service 100.00%

Once you recelve The event-feed-service 100.00%
event-gateway 100.00%

H H H event-service 100.00%
generic information that the i 100, 00
ingest-service 100.00%

H H H license-control-service 100.00%

SaaS environment is ready, it i A oo o0
nodemanager-service 100.00%

. . notifications-service 100.00%
is fime to make a backup of pa-sidecar-service 100 0%
secrets-service 100.00%

. session-service 100.00%

the OpsWorks environment. teans-service 100. 005

s " Backup info:
You have new mail in /var/spool/mail/root sha256: B9605df1b949d4coBO42057F442bF7063bCIDE579279424984665206d96db8aS
[root@ip-16-200-140-7 backupsl# Created backup 2023061581640

chef-automate backup create [root@ip-10-200-140-7 backupsl# [l
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Step 5.1

Login fo the Opswork EC2 instance via SSH/SSM from the EC2 console.

Step 5.2

Create a patch.toml as

below:

$ cat patch.toml
[globalv1.backups]

location = “filesystem”
[globalvlbackupsfilesystem]

path = “/var/opt/chef-automate/backups/”

Step 5.3

Apply the patch:

$ chef-automate config patch patch.tom!

Check the chef-automate status and wait for all the services o turn healthy.

Step 5.4

Run backup create

command:
sudo chef-automate backup create

sudo chef-automate bootstrap bundle create bootstrap.abb

Sechup in prograis

Once the backup process
completes, you will get the
Success message as shown
in the above screenshot. The

backup data will be available

in /var/opt/chef-automate/ el

LI Tand sarvics

backups/

ingest-service
license-control

lopal-user-ser
wodenanager

R P
tem-nATvice

sockup infar
sholfih: BhEdSclefediitanTeddfd2esroel1865TL31E300d AT ARTAISLENE50Td190ce

Succoss: Craatad 5 2AIIAELELTANE

[eonidip- 102001532600 we-uaar 1A I
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Step 6

Once the back up is created
you will want to zip up the

back up.
[root@ip-10-200-140-7 backupsl# zip -r backup.zip
20230615081040 automate-elasticsearch-data

Backup info:

sha256: 89605df1b949d4c98042057f442bf7063bcIb5579279424984665a06d96db8aS
Success: Created backup 20230615081040
[root@ip-10-200-140-7 backups]# 1ls -1lrth
total 438M
drwxr-xr-x 6 hab hab 181 May 31
drwxr-xr-x 22 hab hab 4.0K May 31
drwxr-xr-x 22 hab hab 4.0K May 31
drwxr-xr-x 22 hab hab 4.0K May 31
drwxr-xr-x 22 hab hab 4.8K Jun 6
drwxr-xr-x 22 hab hab 4.eK Jun 7
drwxr-xr-x 22 hab hab 4.6K Jun 8
drwxr-xr-x 22 hab hab 4.8K Jun 8
drwxr-xr-x 22 hab hab 4.0K Jun 9
drwxr-xr-x 22 hab hab 4.eK Jun 10
drwxr-xr-x 22 hab hab 4.@K Jun 11
drwxr-xr-x 22 hab hab 4.6K Jun 12
drwxr-xr-x 22 hab hab 4.8K Jun 13
drwxr-xr-x 22 hab hab 4.eK Jun 14
drwxr-xr-x 22 hab hab 4.0K Jun 14
~IW-T: 1 root root 219M Jun 14
drwxr-xr-x 22 hab hab 4.8K Jun 14
drwxr-xr-x 22 hab hab 4.6K Jun 15
-Iw-r--r-- 1 root root 220M Jun 15
drwxr-xr-x 22 hab hab 4.8K Jun 15
. [root@ip-10-200-140-7 backups]# I

automate-elasticsearch-data
20230531065432
20230531065624
20230531065740
20230606230120
20230607230122
20230608180219
20230608230123
20230609230118
20230610230118
20230611230118
20230612230123
20230613230120
20230614075527
20230614184538
backup.zip_junels
20230614230122
20230615060356
backup_junel5.zip
20230615081040

Jya-A (deflated 92%)
@ (deflated 82%)
(deflated 83%)
(deflated 24%)
yFhic7Xg (deflated 70%)
pIgleq (deflated 6%)
(deflated 37%)
4/ 32U-g (deflated 74%)
indi 9/4/__18WXRaFLRU6254AIMGTaFQ (deflated 55%)
indices, 0/4/__aTHki (deflated 48%)
indi 9/4/_ (def1.
3} Q (deflated 2%)
indices, 0/4/__ 9 (deflate
indi 0/4/__ j g (deflated 61%)

9
9

indices.

indices,
indices.

2
2
g

__yAUns5 OROUTFw (deflated 47%)
(deflate
(deflated 85%)
(deflated 24%)
_6027Qg (deflated 31%)
g (deflated 82%)
3I3kxnr2A (deflated 7%)
GnOefulYTRezr6Ugh_yPSg (deflated 2%)
1iLBn7bBg (deflated 90%)

39 _kOZ10fTXFw (deflated 57%)
_BRTwg (deflated 23%)
/- x6P7g (deflated 48%)
0/4/__nNRGwrqLT (deflated 47%)
DRm6dNQ: (deflated 82%)

indices.

indices.

indices.
indices.

indices.
indices.

9 (deflated 92%)
y _uw (deflated 65%)
I_H7yvo212Zw (deflated 75%)

ipI2fK1qQ (deflated 47%)
QSxJecpRu208JkxzGfnig (deflated 23%)
(deflated 23%)

indices.

indices.

Fqux_iKT20PJtDUL1Z1nw
KTNOEL

¥ e
A2P2JQDBQ (deflated 90%)
99 (deflated 47%)
_nJgQz_4g (deflated 83%)
A (deflated 2%)
iWilCDOXIRHLW (deflatec

j (deflated 70%)
(deflated 61%)
(deflated 37%)
KWCjLXBTO-PwrLoBhrH7w (deflated 82%)
/SbIHWXZT7SZCe_GuyHISw (deflated 6%)
(deflated 82%)

indices.

indices.

2
8
2

indices.

indices. 9/4
indices. a/4/_. tdeSSPA (deflated 23%)

indi g/4/5nap-Nodwti 3Us_g.dat (deflated 64%)
indices, 9/4/ i i dat (deflated 64%)
indices. 9 p-yLUyEQ_( dat (deflated 64%)

9 p-abLC_ .dat_(deflated 64%)
indices, 9/4/ IMTiGFBMGZe_CW2A. datl]

~rw-r--r-- 1 root root 220M Jun 15 06:85 backup_junel5.zip
drwxr-xr-x 22 hab hab 4.8K Jun 15 08:11 206230615081040
-rw-r--r-- 1 root root 221M Jun-15 08:12 backup.zip

EL lnS an mma e i
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Step 7 rre——ry

opsworks.s3.amazonaws.com/jun

e15?

As we are creating SaaS environments, AWSAccessKeyld=ASIASJUWTJHS

. D72FF7408&Signature=B4ZGruCq
we will also create an S3 bucket that H2Y7XsPp%2B2qd8rLENZA%3DE,
. X-amz-security-

can be used for storing the back up. token=1QoJb3 JpZ2\UX2VIENH2F
. . . %2F%2F%2F%2F%2F%2F%2F%
This S3 bucket expires in 14 days after F%2FwEaCXVZWVhCZOtMSIH

. . MEUCIGCFMKW72t66Jc7d93yX0

environment set up and will only allow NG e e et e
SAIEAThd%2B6%2B60m1aFCuNO
MngdeVSjgzemevazGrHSS

provide two or more files then only the waIAIKRAAGWSMTQWNZAXMjK
xNDYiDM5pxb0SeZ660ZEN7CrRA

last upload will remain in the bucket. hNESeh4ds10e9ggbcmm5Mxg3e
Hr%2BHAHHY%2Fv9%2BWTFH4b
dV8HNcSHIbWIfVXtmPBXxxBGjq
h71EB7XejsrAkCCL1ZG8Jexo5ekll

one back up file per bucket. If you

21100 ACCanaZTaa ML OTIALL dawiend
[£00t0ip-10-200-140-7 backups]# curl ~T backup.zip *https://junelS-opsworks. s3.amazonaws.con/Junel5?ANSACCes sKey Td=ASTASIUNTIHS072FF Z6rucqhay
i 63022102 aath " ja SSWGIALIKRAR
3keNDY§ 5qh71€B7Xe sTAKCCL12G83ex05ek I1311%2F Fmaz 2
519928 YOIRS1fdzpl V20Y18q01uSCrUIK; MhZPhMNTWAMRGSpy 1DHNVQzB2M FLCRRBING1SK2F 61 21 F8K2
BAOYTHWN2XLQEGaN 19 FVDUBW1 25 tET26FBt1yak2F Kor39wdyi75R34600brLz1 £X9BK1BDYBesPI21 s 1TsWhIX2BrpAY6ngE DZbXYFpligh3HS1sDTnh6BcHmXK
8055207 aMPGOSXCxky%2FHhIOKCDQT9Igp] TyWAZIpCOQ: 7eu TNDKSK2FKL 1u8gT 3VYDPUIUWZO3D1V tHy FaL K5UCS IWANLL
I41VmQX3IDKIDE P Tes=1687421444"
Objects (1)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [} to get a list of all objects in your bucket. For others to access your objects, you'll need to explictly grant them permissions. Learn more [2

C Actions ¥ Create folder

Q Find objects by prefix

Name a  Type Last modified 4 Size Storage class

B junels - June 15, 2023, 13:4%:07 (UTC+05:30) 2204 MB Standard

Step 8

From there our engineers will restore the back up

info your new SaaS environment.

Restore in progress

au
[root@lp 172-16-47-178 backups]# s 3 cp s3://junels- opswoxks/]unelS backup.zip

Sompleted 191.2 MiB/220.4 MiB (109.8 MiB/s) with 1 file(s) remaining applications-service

backup. zi)
-/20230615081040/ automate-cs-oc-bifrost
20230815081040/aushe-sorvice/ Sutomatace oa-ardhat
./20230615081040/authz-service/pg_data/ :::::::::::fgateway
-/20230615081040/authz-service/pg_data/chef_authz_service.fc
./20230615081040/authz-service/metadata. json
./20230615081040/authn-service/
./20230615081040/authn-service/pg_data/
./20230615081040/authn-service/pq_data/chef_authn_service.fc
+/20230615081040/authn-service/metadata. json
+/20230615081040/automate-dex/
-/20230615081040/automate-dex/pg_data/
+/20230615081040/automate-dex/pg_data/dex. fc
+/20230615081040/automate-dex/metadata. json 100.
./20230615081040/event -feed-service/
./20230615081040/event - feed-service/metadata. json i 100
-/20230615081040/cereal-service/ 1 360 64
./20230615081040/cereal-service/pg_data/ $60.008
./20230615081040/cereal-service/pg_data/chef_cereal_service.fc 100:008
./20230615081040/cereal-service/metadata. json # g
-/20230615081040/compl iance-service/ b i 200.00%
./20230615081040/compl iance-service/pg_data/ 100.00%
./20230615081040/compliance-service/pg_data/chef_compliance_service.fc [| ;gg 8::
100.00%
n 100.00%
(root@ip-172-16-47-178 chef-automate)# chef-automate backup restore /var/opt/chef-automate SEientt : 160:608
/backups/20230615081040 --airgap-bundle automate-4.7.52.aib --patch-config config.toml sty 300 008
An existing installation of A2 was detected. The restore process ce :gg 33:
will modify the existing data to match the contents of the backup. . : 106064
Are you sure you want to continue? (y/n) airpi 100,008
i 100.00%

Restored backup 20230615081040
(root@ip-172-16-47-178 chef-automate]# ||

© 2024 Progress. All Rights Reserve



>tep? CHEF

After restore is complete, you can log AUTOMATE
info Chef SaaS using your OpsWorks

Local User Sign In
credentials. Once logged in you will

see data in the environment up to the Username
day of back up. This will include users, arjun =
cookbooks, client runs, etc. The last Password
step will be to point you OpsWorks 8

Nodes to the Chef SaaS DNS to have

node data flow going forward.

Chef Infra Client Run Status

Falled Nodes
2 4 Total Nodes
Passed Nodes >

3

Missing Nodes
4

Failed Nodes Successful Nodes Missing Nodes

[J NodeName Checkein * Uptime * Platform * Environment * Policy Group *

| O e 1340y g0 amenth b 2008 atoi

B]i[&] |

|[j @ b17 13 days ago amonth ubuntu 20.04 -- defoult

Using Your New Chef SaaS Instance

Once you receive your onboarding kit, verify that your login to the Chef Automate Ul.
Using your Admin User, test your connection to the SaaS Chef Workstation. Follow these

steps if your Chef Workstation is not set up.

> 1. Install Chef Workstation: https://downloads.chefio/tools/workstation.

2. Connect to your SaaS Automate instance using the server information

from your onboarding kit.

3. Start connecting your nodes to Automate SaaS.

» Progress’ 9
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https://www.chef.io/downloads/tools/workstation

Connecting Chef Workstation
to Your SaaS Environment

Chef Workstation contains everything you need fo get started — ad hoc remote

execution, remote scanning, configuration tasks, cookbook creation tools, as well as robust
dependency and testing software — all in one easy-to-install package. For additional

information, please refer to the getting started guide

Configure User Credentials

O This section briefly explains how fo configure the Chef Workstation Command Line
[ Interface (CLI) settings to inferact with your Automate SaaS environment. For additional

P information, please refer to the getting started guide

Your .chef directory contains a credentials file for communicating with the Chef Infra

. Server. You can generate this file by running knife configuration and following the prompts.

The knife configure command requires the following values:

o Chef Server URL: the full URL to your Chef Infra Server, including the org

» Client Name: the client name your server administrator created for you.
All communication between Chef Workstation and the Chef Infra Server is authenticated
using an RSA public/private key pair. This pair is generated on the Chef Infra Server,
and the private key must be copied to your local Chef Workstation installation for
communication to function.

Please refer to your onboarding kit or your Progress Chef administrator for this information.

To verify that Chef Workstation can connect to the Chef Infra Server, run the following

command on the command line: “knife client list”.

3 Progress’
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https://docs.chef.io/workstation/getting_started/
https://docs.chef.io/workstation/getting_started/
https://docs.chef.io/workstation/getting_started/
https://docs.chef.io/workstation/getting_started/

Getting Started Resources

In addition to Chef documentation at https://docs.chefio/,

please refer to these resources to get up to speed with Chef.

Profile Setup

Creating a Base Policy and Uploading Cookbooks to the Chef Server

Bootstrap Nodes

Hardening Nodes

InSpec Overview

InSpec CLI

InSpec working with Profiles

InSpec Configurations

Creating a Sample Cookbook

@ For more information, kindly visit this link

About Progress

Progress (Nasdaq: PRGS) provides software that enables organizations to develop and deploy their mission-critical f /progresssw
applications and experiences, as well as effectively manage their data platforms, cloud and IT infrastructure. As an X /progresssw
experienced, frusted provider, we make the lives of technology professionals easier. Over 4 million developers and @ /progresssw
technologists at hundreds of thousands of enterprises depend on Progress. Learn more at .prog con in /progress-software
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https://www.chef.io/products/chef-saas/aws-opsworks-migration
https://docs.chef.io/
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_3.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_4.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_5.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_6.md
https://docs.chef.io/inspec/
https://docs.chef.io/inspec/cli/
https://docs.chef.io/inspec/profiles/
https://docs.chef.io/inspec/config/
https://docs.chef.io/quick_start/ 
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_3.md
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https://docs.chef.io/quick_start/ 
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