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Introduction 
This document provides an overview for migrating AWS OpsWorks for Chef to Chef SaaS, 

a managed solution supported by Progress Chef. To help you through the process and to 

support you moving forward, we want to start by connecting you with your Chef account 

representative. The document will walk you through a 3-step migration process that 

includes migrating your existing data. Once you are done with the migration you will be 

able to connect to and use your SaaS Chef-managed nodes. 

 

Connecting with Your Chef Account 
Representative 
Please click here to register interest so your account representative can contact you. Your 

representative will need the following information to help build a plan for your migration 

- if you have trouble collecting this information, your representative will help you. They 

will also provide you an onboarding starter kit that contains your unique Chef Automate 

environment details for Chef Infra and Chef InSpec. It will also contain quick start instructions 

for connecting to your Chef SaaS instance(s).

https://www.chef.io/products/chef-saas/aws-opsworks-support
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Steps to Migration 
Please follow these steps to migrate your OpsWorks deployment to Chef SaaS. 

1	 Verify that you are on the latest OpsWorks version (Version 2). If you 

are not on the latest version, click the upgrade button or contact your 

OpsWorks representative for assistance.

2	 Back up your OpsWorks environment using the following 

documentation: https://docs.chef.io/automate/backup/. Provide the name 

of your S3 bucket to your Chef representative so that Chef can use your 

backup to build your Chef environment. Chef will contact you once your 

SaaS environment is setup so that you can proceed to step 3.

3	 Change your existing OpsWorks endpoint to the new Chef endpoint. 

If your organization has special networking requirements, please 

contact Chef to schedule time with a Chef specialist to update your 

endpoint entries.

 

Customers who opt for a non-SaaS version should contact their Chef representative 

for information to support their specific migration and deployment needs. 

Moving to Chef SaaS 
Step 1
Our engineers will create the SaaS environment to start the process.

https://docs.chef.io/automate/backup/
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Step 2
Once the environment is 

created, we will insert the 

environment under our 

monitoring tools.

 

Step 3  
As a part of the process, 

we deploy in a Blue/Green 

method that links to your 

public DNS.

 

Step 4
As the environment is 

created, we will do the 

following:

•	 Set up a default admin user

•	 Create Master PEM and 

Pivotal User PEM file

This will ensure that the 

environment can be used as 

a fresh environment.

Step 5
Once you receive the 

generic information that the 

SaaS environment is ready, it 

is time to make a backup of 

the OpsWorks environment.
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Step 5.1 

Step 5.2
Create a patch.toml as 

below:

Step 5.3

Apply the patch:

Step 5.4

Run backup create 

command:

Once the backup process 

completes, you will get the 

Success message as shown 

in the above screenshot. The 

backup data will be available 

in /var/opt/chef-automate/

backups/

$ cat patch.toml 

[global.v1.backups] 

  location = “filesystem” 

[global.v1.backups.filesystem] 

  path = “/var/opt/chef-automate/backups/” 

Login to the Opswork EC2 instance via SSH/SSM from the EC2 console.

$ chef-automate config patch patch.toml 

Check the chef-automate status and wait for all the services to turn healthy. 

sudo chef-automate backup create 

sudo chef-automate bootstrap bundle create bootstrap.abb
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Step 6 
Once the back up is created 

you will want to zip up the 

back up.
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Step 7
As we are creating SaaS environments, 

we will also create an S3 bucket that 

can be used for storing the back up. 

This S3 bucket expires in 14 days after 

environment set up and will only allow 

one back up file per bucket. If you 

provide two or more files then only the 

last upload will remain in the bucket. 

 
Step 8

From there our engineers will restore the back up 

into your new SaaS environment.
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Using Your New Chef SaaS Instance 
Once you receive your onboarding kit, verify that your login to the Chef Automate UI. 

Using your Admin User, test your connection to the SaaS Chef Workstation. Follow these 

steps if your Chef Workstation is not set up.

1. Install Chef Workstation: https://downloads.chef.io/tools/workstation.  

2. Connect to your SaaS Automate instance using the server information 

from your onboarding kit. 

3. Start connecting your nodes to Automate SaaS. 

Step 9

After restore is complete, you can log 

into Chef SaaS using your OpsWorks 

credentials. Once logged in you will 

see data in the environment up to the 

day of back up. This will include users, 

cookbooks, client runs, etc. The last 

step will be to point you OpsWorks 

Nodes to the Chef SaaS DNS to have 

node data flow going forward.

https://www.chef.io/downloads/tools/workstation
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Connecting Chef Workstation 
to Your SaaS Environment   

Chef Workstation contains everything you need to get started — ad hoc remote 

execution, remote scanning, configuration tasks, cookbook creation tools, as well as robust 

dependency and testing software — all in one easy-to-install package. For additional 

information, please refer to the getting started guide 

 

Configure User Credentials 

This section briefly explains how to configure the Chef Workstation Command Line 

Interface (CLI) settings to interact with your Automate SaaS environment. For additional 

information, please refer to the getting started guide 

 

Your .chef directory contains a credentials file for communicating with the Chef Infra 

Server. You can generate this file by running knife configuration and following the prompts. 

The knife configure command requires the following values: 

•	 Chef Server URL: the full URL to your Chef Infra Server, including the org   

•	 Client Name: the client name your server administrator created for you. 

All communication between Chef Workstation and the Chef Infra Server is authenticated 

using an RSA public/private key pair. This pair is generated on the Chef Infra Server, 

and the private key must be copied to your local Chef Workstation installation for 

communication to function. 

Please refer to your onboarding kit or your Progress Chef administrator for this information.   

To verify that Chef Workstation can connect to the Chef Infra Server, run the following 

command on the command line: “knife client list”.

https://docs.chef.io/workstation/getting_started/
https://docs.chef.io/workstation/getting_started/
https://docs.chef.io/workstation/getting_started/
https://docs.chef.io/workstation/getting_started/
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Getting Started Resources   
In addition to Chef documentation at https://docs.chef.io/,  

please refer to these resources to get up to speed with Chef. 

Profile Setup

Creating a Base Policy and Uploading Cookbooks to the Chef Server 

Bootstrap Nodes 

Hardening Nodes  

InSpec Overview  

InSpec CLI 

InSpec working with Profiles 

InSpec Configurations 

Creating a Sample Cookbook

https://www.chef.io/products/chef-saas/aws-opsworks-migration
https://docs.chef.io/
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_3.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_4.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_5.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_6.md
https://docs.chef.io/inspec/
https://docs.chef.io/inspec/cli/
https://docs.chef.io/inspec/profiles/
https://docs.chef.io/inspec/config/
https://docs.chef.io/quick_start/ 
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_3.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_4.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_5.md
https://github.com/chef-cft/chef-poc-2021/blob/main/details/step_6.md
https://docs.chef.io/inspec/
https://docs.chef.io/inspec/cli/
https://docs.chef.io/inspec/profiles/
https://docs.chef.io/inspec/config/
https://docs.chef.io/quick_start/ 
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